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Your advertisement for cashiers nets 100 applications. You want credit reports on each applicant. You
plan to eliminate those with poor credit histories. What are your obligations? You are considering a
number of your long-term employees for major promotions. Can you check their credit reports to ensure
that only financially responsible individuals are considered? A job candidate has authorized you to
obtain a credit report. The applicant has a poor credit history. Although the credit history is considered a
negative factor, it's the applicant's lack of relevant experience that's more important to you. You turn
down the application. What procedures must you follow?

As an employer, you may use consumer reports when you hire new employees and when you evaluate
employees for promotion, reassignment, and retention — as long as you comply with the Fair Credit Reporting
Act (FCRA). Sections 604, 606, and 615 of the FCRA spell out your responsibilities when using consumer
reports for employment purposes. The FCRA is designed primarily to protect the privacy of consumer report
information and to guarantee that the information supplied by consumer reporting agencies is as accurate as
possible. Amendments to the FCRA — which went into effect September 30, 1997 — significantly increase the
legal obligations of employers who use consumer reports. Congress expanded employer responsibilities
because of concern that inaccurate or incomplete consumer reports could cause applicants to be denied jobs
or cause employees to be denied promotions unjustly. The amendments ensure (1) that individuals are aware
that consumer reports may be used for employment purposes and agree to such use, and (2) that individuals
are notified promptly if information in a consumer report may result in a negative employment decision.

What is a Consumer Report?

A consumer report contains information about your personal and credit characteristics, character, general
reputation, and lifestyle. To be covered by the FCRA, a report must be prepared by a consumer reporting
agency (CRA) — a business that assembles such reports for other businesses.

Employers often do Background checks on applicants and get consumer reports during their employment.
Some employers only want an applicant's or employee's credit payment records; others want driving records
and criminal histories. For sensitive positions, it's not unusual for employers to order investigative consumer
reports — reports that include interviews with an applicant's or employee's friends, neighbors, and associates.
All of these types of reports are consumer reports if they are obtained from a CRA. Applicants are often asked
to give references. Whether verifying such references is covered by the FCRA depends on who does the
verification. A reference verified by the employer is not covered by the Act; a reference verified by an
employment or reference checking agency (or other CRA) is covered. Section 603(0) provides special
procedures for reference checking; otherwise, checking references may constitute an investigative consumer
report subject to additional FCRA requirements.

Key Provisions of the FCRA Amendments

Written Notice and Authorization.

Before you can get a consumer report for employment purposes, you must notify the individual in writing — in
a document consisting solely of this notice — that a report may be used. You also must get the person's
written authorization before you ask a CRA for the report. (Special procedures apply to the trucking industry.)

Adverse Action Procedures.
If you rely on a consumer report for an "adverse action" - denying a job application, reassigning or terminating
an employee, or denying a promotion — be aware that:

Step 1: Before you take the adverse action, you must give the individual a pre-adverse action
disclosure that includes a copy of the individual's consumer report and a copy of "A Summary
of Your Rights Under the Fair Credit Reporting Act" — a document prescribed by the Federal
Trade Commission. The CRA that furnishes the individual's report will give you the summary of
consumer rights.

Step 2: After you've taken an adverse action, you must give the individual notice — orally, in
writing, or electronically — that the action has been taken in an adverse action notice. It must
include:
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e the name, address, and phone number of the CRA that supplied the report;

e a statement that the CRA that supplied the report did not make the decision to take the adverse
action and cannot give specific reasons for it; and

e anotice of the individual's right to dispute the accuracy or completeness of any information the
agency furnished, and his or her right to an additional free consumer report from the agency
upon request within 60 days.

Certifications to Consumer Reporting Agencies.

Before giving you an individual's consumer report, the CRA will require you to certify that you are in
compliance with the FCRA and that you will not misuse any information in the report in violation of federal or
state equal employment opportunity laws or regulations.

In 1998, Congress amended the FCRA to provide special procedures for mail, telephone, or electronic
employment applications in the trucking industry. Employers do not need to make written disclosures and
obtain written permission in the case of applicants who will be subject to state or federal regulation as
truckers. Finally, no pre-adverse action disclosure or Section 615(a) disclosure is required. Instead, the
employer must, within three days of the decision, provide an oral, written, or electronic adverse action
disclosure consisting of: (1) a statement that an adverse action has been taken based on a consumer report; (2)
the name, address, and telephone number of the CRA; (3) a statement that the CRA did not make the decision;
and (4) a statement that the consumer may obtain a copy of the actual report from the employer if he or she
provides identification.

In Practice...

e You advertise vacancies for cashiers and receive 100 applications. You want just credit reports on each
applicant because you plan to eliminate those with poor credit histories. What are your obligations?

You can get credit reports — one type of consumer report — if you notify each applicant in writing that a credit
report may be requested and if you receive the applicant's written consent. Before you reject an applicant
based on credit report information, you must make a pre-adverse action disclosure that includes a copy of the
credit report and the summary of consumer rights under the FCRA. Once you've rejected an applicant, you
must provide an adverse action notice if credit report information affected your decision.

e You are considering a number of your long-term employees for a major promotion. You want to check their
consumer reports to ensure that only responsible individuals are considered for the position. What are your
obligations?

You cannot get consumer reports unless the employees have been notified that reports may be obtained and
have given their written permission. If the employees gave you written permission in the past, you need only
make sure that the employees receive or have received a "separate document™” notice that reports may be
obtained during the course of their employment — no more notice or permission is required. If your employees
have not received notice and given you permission, you must notify the employees and get their written
permission before you get their reports.

In each case where information in the report influences your decision to deny promotion, you must provide the
employee with a pre-adverse action disclosure. The employee also must receive an adverse action notice once you
have selected another individual for the job.

e Ajob applicant gives you the okay to get a consumer report. Although the credit history is poor and that's a
negative factor, the applicant's lack of relevant experience carries more weight in your decision not to hire.
What's your responsibility?

In any case where information in a consumer report is a factor in your decision — even if the report information
is not a major consideration — you must follow the procedures mandated by the FCRA. In this case, you would
be required to provide the applicant a pre-adverse action disclosure before you reject his or her application.
When you formally reject the applicant, you would be required to provide an adverse action notice.
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e The applicants for a sensitive financial position have authorized you to obtain credit reports. You reject one
applicant, whose credit report shows a debt load that may be too high for the proposed salary, even though the
report shows a good repayment history. You turn down another, whose credit report shows only one credit
account, because you want someone who has shown more financial responsibility. Are you obliged to provide
any notices to these applicants?

Both applicants are entitled to a pre-adverse action disclosure and an adverse action notice. If any information
in the credit report influences an adverse decision, the applicant is entitled to the notices — even when the
information isn't negative.

Non-compliance

There are legal consequences for employers who fail to get an applicant’s permission before requesting a
consumer report or who fail to provide pre-adverse action disclosures and adverse action notices to
unsuccessful job applicants. The FCRA allows individuals to sue employers for damages in federal court. A
person who successfully sues is entitled to recover court costs and reasonable legal fees. The law also allows
individuals to seek punitive damages for deliberate violations. In addition, the Federal Trade Commission, other
federal agencies, and the states may sue employers for noncompliance and obtain civil penalties.

Associated Credit Bureaus, Inc. employeescreenlQ
1090 Vermont Ave., N.W. 24500 Chagrin Blvd. Suite 315
Suite 200 Cleveland, Ohio 44122
Washington, D.C. 20005-4905 1-800-235-3954

ph. 202.371.0910 - fax 202.371.0134 www.employeescreen.com

www.ach-credit.com

Information Provided By: Associated Credit Bureaus, Inc.
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Para informacion en espanol, visite www.ftc.gov/credit o escribe ala FTC
Consumer Response Center, Room 130-A 600 Pennsylvania Ave. N.W., Washington, D.C. 20580.

A Summary of Your Rights Under the Fair Credit Reporting Act

The federal Fair Credit Reporting Act (FCRA) promotes the accuracy, fairness, and privacy of information in the files of
consumer reporting agencies. There are many types of consumer reporting agencies, including credit bureaus and
specialty agencies (such as agencies that sell information about check writing histories, medical records, and rental
history records). Here is a summary of your major rights under the FCRA. For more information, including
information about additional rights, go to www.ftc.gov/credit or write to: Consumer Response Center, Room
130-A, Federal Trade Commission, 600 Pennsylvania Ave. N.W., Washington, D.C. 20580.

e You must be told if information in your file has been used against you. Anyone who uses a credit report or
another type of consumer report to deny your application for credit, insurance, or employment — or to take
another adverse action against you — must tell you, and must give you the name, address, and phone number
of the agency that provided the information.

e You have the right to know what is in your file. You may request and obtain all the information about you in
the files of a consumer reporting agency (your “file disclosure”). You will be required to provide proper
identification, which may include your Social Security number. In many cases, the disclosure will be free. You
are entitled to a free file disclosure if:

a person has taken adverse action against you because of information in your credit report;
you are the victim of identify theft and place a fraud alert in your file;

your file contains inaccurate information as a result of fraud;

you are on public assistance;

= you are unemployed but expect to apply for employment within 60 days.

In addition, by September 2005 all consumers will be entitled to one free disclosure every 12 months upon
request from each nationwide credit bureau and from nationwide specialty consumer reporting agencies. See
www.ftc.gov/credit for additional information.

e You have theright to ask for a credit score. Credit scores are numerical summaries of your credit-worthiness
based on information from credit bureaus. You may request a credit score from consumer reporting agencies
that create scores or distribute scores used in residential real property loans, but you will have to pay for it. In
some mortgage transactions, you will receive credit score information for free from the mortgage lender.

e You have theright to dispute incomplete or inaccurate information. If you identify information in your file
that is incomplete or inaccurate, and report it to the consumer reporting agency, the agency must investigate
unless your dispute is frivolous. See www.ftc.gov/credit for an explanation of dispute procedures.

e Consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable
information. Inaccurate, incomplete or unverifiable information must be removed or corrected, usually within 30
days. However, a consumer reporting agency may continue to report information it has verified as accurate.

e Consumer reporting agencies may not report outdated negative information. In most cases, a consumer
reporting agency may not report negative information that is more than seven years old, or bankruptcies that
are more than 10 years old.

e Access to your file is limited. A consumer reporting agency may provide information about you only to people
with a valid need -- usually to consider an application with a creditor, insurer, employer, landlord, or other
business. The FCRA specifies those with a valid need for access.

e You must give your consent for reports to be provided to employers. A consumer reporting agency may
not give out information about you to your employer, or a potential employer, without your written consent given
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to the employer. Written consent generally is not required in the trucking industry. For more information, go to
www.ftc.gov/credit.

e You may limit “prescreened” offers of credit and insurance you get based on information in your credit
report. Unsolicited “prescreened” offers for credit and insurance must include a toll-free phone number you can
call if you choose to remove your name and address from the lists these offers are based on. You may opt-out
with the nationwide credit bureaus at 1-888-50PTOUT.

e You may seek damages from violators. If a consumer reporting agency, or, in some cases, a user of
consumer reports or a furnisher of information to a consumer reporting agency violates the FCRA, you may be
able to sue in state or federal court.

e Identity theft victims and active duty military personnel have additional rights. For more information, visit
www.ftc.gov/credit.

States may enforce the FCRA, and many states have their own consumer reporting laws. In some cases, you
may have more rights under state law. For more information, contact your state or local consumer protection
agency or your state Attorney General. Federal enforcers are:

TYPE OF BUSINESS:

Consumer reporting agencies, creditors and others not listed below

CONTACT:
Federal Trade Commission: Consumer Response Center - FCRA
Washington, DC 20580 1-877-382-4357

National banks, federal branches/agencies of foreign banks (word
"National" or initials "N.A." appear in or after bank's name)

Office of the Comptroller of the Currency
Compliance Management, Mail Stop 6-6
Washington, DC 20219 800-613-6743

Federal Reserve Board
Division of Consumer & Community Affairs
Washington, DC 20551 202-452-3693

Federal Reserve System member banks (except national banks,
and federal branches/agencies of foreign banks)

Savings associations and federally chartered savings banks (word
"Federal" or initials "F.S.B." appear in federal institution's name)

Office of Thrift Supervision
Consumer Complaints
Washington, DC 20552 800-842-6929

National Credit Union Administration
1775 Duke Street
Alexandria, VA 22314 703-519-4600

Federal credit unions (words "Federal Credit Union" appear in
institution's name)

State-chartered banks that are not members of the Federal Reserve | Federal Deposit Insurance Corporation

System

Consumer Response Center, 2345 Grand Avenue, Suite 100
Kansas City, Missouri 64108-2638 1-877-275-3342

Air, surface, or rail common carriers regulated by former Civil
Aeronautics Board or Interstate Commerce Commission

Department of Transportation , Office of Financial Management
Washington, DC 20590 202-366-1306

Activities subject to the Packers and Stockyards Act, 1921 Department of Agriculture
Office of Deputy Administrator - GIPSA

Washington, DC 20250 202-720-7051
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Remedying the Effects of Identity Theft

You are receiving this information because you have notified a consumer reporting agency that you believe that you are
a victim of identity theft. Identity theft occurs when someone uses your name, Social Security number, date of birth, or
other identifying information, without authority, to commit fraud. For example, someone may have committed identity
theft by using your personal information to open a credit card account or get a loan in your name. For more information,
visit www.consumer.gov/idtheft or write to: FTC, Consumer Response Center, Room 130-B, 600 Pennsylvania Avenue,
N.W. Washington, D.C., 20580. The Fair Credit Reporting Act (FCRA) gives you specific rights when you are, or believe
that you are, the victim of identity theft. Here is a brief summary of the rights designed to help you recover from identity
theft.

You have the right to ask that nationwide consumer reporting agencies place “fraud alerts” in your file

to let potential creditors and others know that you may be a victim of identity theft. A fraud alert can make it more
difficult for someone to get credit in your name because it tells creditors to follow certain procedures to protect you. It
also may delay your ability to obtain credit. You may place a fraud alert in your file by calling just one of the three
nationwide consumer reporting agencies. As soon as that agency processes your fraud alert, it will notify the other two,
which then also must place fraud alerts in your file.

e Equifax: 1-800-525-6285; www.equifax.com
e Experian: 1-888-397-3742; www.experian.com
e TransUnion: 1-800-680-7289; www.transunion.com

An initial fraud alert stays in your file for at least 90 days. An extended alert stays in your file for seven years. To place
either of these alerts, a consumer reporting agency will require you to provide appropriate proof of your identity, which
may include your Social Security number. If you ask for an extended alert, you will have to provide an identity

theft report. An identity theft report includes a copy of a report you have filed with a federal, state, or local law
enforcement agency, and additional information a consumer reporting agency may require you to submit. For more
detailed information about the identity theft report, visit www.consumer.gov/idtheft.

You have the right to free copies of the information in your file (your “file disclosure”).

An initial fraud alert entitles you to a copy of all the information in your file at each of the three nationwide agencies, and
an extended alert entitles you to two free file disclosures in a 12-month period following the placing of the alert. These
additional disclosures may help you detect signs of fraud, for example, whether fraudulent accounts have been opened
in your name or whether someone has reported a change in your address. Once a year, you also have the right to a
free copy of the information in your file at any consumer reporting agency, if you believe it has inaccurate information
due to fraud, such as identity theft. You also have the ability to obtain additional free file disclosures under other
provisions of the FCRA. See www.ftc.gov/credit.

You have the right to obtain documents relating to fraudulent transactions made or accounts opened using
your personal information.

A creditor or other business must give you copies of applications and other business records relating to transactions
and accounts that resulted from the theft of your identity, if you ask for them in writing. A business may ask you for proof
of your identity, a police report, and an affidavit before giving you the documents. It also may specify an address for you
to send your request. Under certain circumstances, a business can refuse to provide you with these documents.

See www.consumer.gov/idtheft.

You have the right to obtain information from a debt collector.
If you ask, a debt collector must provide you with certain information about the debt you believe was
incurred in your name by an identity thief — like the name of the creditor and the amount of the debt.

If you believe information in your file results from identity theft, you have the right to ask that a consumer
reporting agency block that information from your file.

An identity thief may run up bills in your name and not pay them. Information about the unpaid bills may appear on your
consumer report. Should you decide to ask a consumer reporting agency to block the reporting of this information, you
must identify the information to block, and provide the consumer reporting agency with proof of your identity and a copy
of your identity theft report. The consumer reporting agency can refuse or cancel your request for a block if, for
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example, you don'’t provide the necessary documentation, or where the block results from an error or a material
misrepresentation of fact made by you. If the agency declines or rescinds the block, it must notify you. Once a debt
resulting from identity theft has been blocked, a person or business with notice of the block may not sell, transfer, or
place the debt for collection.

You also may prevent businesses from reporting information about you to consumer reporting agencies if you
believe the information is a result of identity theft.

To do so, you must send your request to the address specified by the business that reports the information to the
consumer reporting agency. The business will expect you to identify what information you do not want reported and to
provide an identity theft report.

To learn more about identity theft and how to deal with its consequences, visit www.consumer.gov/idtheft, or write to the
FTC. You may have additional rights under state law. For more information, contact your local consumer protection
agency or your state attorney general.

In addition to the new rights and procedures to help consumers deal with the effects of identity theft, the FCRA has
many other important consumer protections. They are described in more detail at www.ftc.gov/credit.
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Sample Pre-Adverse Action Notice to Applicants

Date

Dear

On , you authorized [Company name] to obtain consumer reports and/or investigative consumer reports
about you from a consumer reporting agency. Enclosed please find (1) a copy of the report we obtained from
employeescreenlQ PO Box 22627 Boulevard, Cleveland, OH 44122, 1-800-235-3954 and (2) a summary of your rights
under the Fair Credit Reporting Act.

You may identify any errors, inaccuracies and/or otherwise respond to the information contained in the report within ten
calendar days from the date of this letter.? If you choose to do so, you must contact the Company at [insert appropriate
contact information]. If you wish to dispute the accuracy of the information in the report directly with the consumer
reporting agency (i.e., the source of the information contained in the report), you should contact employeescreeniQ
directly.

Sincerely,

[Company Name]

1Employer will afford New York applicants and employees up to 5 business days after receipt of this letter or up to 10 calendar days
after the date of this letter, whichever period is longer.
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Sample Adverse Action Notice to Applicants

Date

Dear

We regret to inform you that [Company Name] [(... is unable to offer you employment), or (... will terminate your
employment effective ), or (... has decided not to offer you a promotion)].*

This decision was based in whole or in part on information contained in a report from employeescreenlQ PO Box 22627
Boulevard, Cleveland, OH 44122, 1-800-235-3954, a copy of which was previously given to you. employeescreenlQ did
not make this employment decision and is unable to supply you with specific reasons why the decision was made. Under
Section 612 of the Fair Credit Reporting Act, you have the right to obtain a free copy of the report if you submit a written
request to employeescreenlQ no later than 60 days after you receive this notice. Under Section 611 of that Act, you also
have the right to dispute with employeescreenlQ the accuracy or completeness of any information in the report.

Massachusetts applicants or employees only (this section applies only if the report referenced
above is a credit report): You have the right to obtain a free copy of your credit report within sixty days
from the consumer credit reporting agency which has been identified on this notice. The consumer credit
reporting agency must provide someone to help you interpret the information on your credit report. Each
calendar year you are entitled to receive, upon request, one free consumer report. You have the right to
dispute inaccurate information by contacting the consumer credit reporting agency directly. If you have
notified a consumer credit reporting agency in writing that you dispute the accuracy of information in your
file, the agency must then, within thirty business days, reinvestigate and modify or remove inaccurate
information. The consumer credit reporting agency may not charge a fee for this service. If reinvestigation
does not resolve the dispute to your satisfaction, you may send a letter to the consumer credit reporting
agency, to be kept in your file, explaining why you think the record is inaccurate. The consumer credit
reporting agency must include your statement about the disputed information in a report it issues about
you.

California applicants or employees only (this section applies only if the report referenced above is a
credit report): You have the right to obtain a free copy of your credit report within 60 days from the
consumer credit reporting agency which has been identified on this notice and from any other consumer
credit reporting agency which compiles and maintains files on consumers on a nationwide basis. Under
California law, you also have the right to dispute with the consumer reporting agency the accuracy or
completeness of any information in the report.

*|dentify any adverse action taken on the basis of the consumer report.
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